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Main Ideas
• Transportation is a complex and adaptive 

system and system analysis is necessary
• Risk and Resilience are different and 

should be treated differently
• Resilience can be quantified using 

Metrics-based and Network Science tools
• Efficiency, Resilience and Smartness are 

different, have different economic impacts 
and ways to manage
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“Resilience" means the 
ability to anticipate, 
prepare for, and adapt to 
changing conditions and 
withstand, respond to, 
and recover rapidly from 
disruptions. 

(vi) Effective immediately, it is the 
policy of the executive branch to build 

and maintain a modern, secure, and 
more resilient executive branch IT 

architecture. 

Calls for Resilience
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Risk -- “a situation involving 
exposure to danger [threat].”

Security -- “the state of being 
free from danger or threat.”

Resilience -- “the capacity to 
recover quickly from difficulties.”

Definitions by Oxford Dictionary



System Risk/Security and Resilience
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After Linkov et al, Nature Climate Change 2014



From World Economic Forum



Failure of Relatively Simple System: 
Northeast blackout of 2003

• How can a software bug of an energy company in Ohio lead to a 
blackout in New York City?

• August 14-16, 2003
• A software bug in the energy company’s alarm system left 

causing operators to remain unaware of the need to re-
distribute load after overloaded transmission lines drooped 
into foliage. 

• What should have been a manageable local blackout 
cascaded into collapse of the Northeast US electric grid

https://en.wikipedia.org/wiki/Northeast_blackout_of_2003
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Can Digitalization Help?
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How to Measure Resilience?

After 
2019
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State of Resilience Assessment



Issues with Using Metrics-Based 
Approaches to Measure Resilience

Lack of Causal Model

Changing environments and circumstances may change 
correlating factors
Changing business and management plans may change how 
previously causal factors interact
May not work in circumstances different than under those they 
were designed for

Not everything that counts can be counted, and 
not everything that can be counted counts.
Albert Einstein
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• 5 county-level resilience and vulnerability indices 
• Relative rather than absolute scores
• Different aggregations of much the same data –
 (Gini, poverty rate, vehicle access, hospitals,

workforce composition, etc.)
• Adjacent counties show different patterns of 

relative resilience/vulnerability. What should 
states rely on to make investment decisions?

Validating Resilience Indices
Community 
Disaster Resilience 
Index

Social Vulnerability 
Index (SVI)

Social Vulnerability 
Index (SoVI)

Resilience 
Capacity Index

Baseline Resilience 
Indicators for 
CommunitiesBakkensen, Linkov et al (2016)
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Ways to Model

From Keisler and Linkov, 2014



Vision for Systems Resilience
16
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Example: Resilience 
Quantification  in 

Transportation Network
Washington, DC January 20, 2016
1 inch of snow melted and turned into ice.
• 767 car accidents.
• Hours of traffice delays
• Traffic jams took days to disentangle!

Washington, DC 1937
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Transportation Networks in 40 Cities 
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Lack of Resilience: 
Financial Implications

Input-
Output

Close analysis of 
inter-industry 
relationships

General 
Equilibrium

Estimate of long-run stability 
of the economy allows for 

analysis of policy decisions

Econometrics
Advanced statistical 

analyses underpinning the 
model

Economic 
Geography

Effects of geographic 
concentration of labor and 

industry

Integrated 
REMI 

economic 
modelling 
approach

Regional Economic Modeling 
(REMI)
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Atlanta
One Month of 5% Network Disruption

• 770 jobs lost (0.07%)
• $125 million 2009 dollars  in GDP lost (0.09%)
• $66 million current dollars in disposable personal income lost 

(0.09%)
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Transportation Network Modeling

23

Network Science Results Translating Increasing Link Disturbed to Travel Delay

Equal levels of 
disruption

Equal delay in 
travel time 

From one city to 
another

Because road 
networks uniquely 
impact traffic flow.

≠
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Regional Economic Impact of 
Transportation Network

24

Impact of Traffic Delays and Transportation Cost Increases on GDP 

Assumption that 
disrupted links = 
increase in 
transportation cost

Additional travel 
delays due to random 
disruptions have a 
bigger impact.

Random disruptions are 
harder to plan for than normal 
delays (congestion, etc) but 
we have to plan for them 
because they have a greater 
impact on regional 
economies. 

Increasing efficiency is not an 
effective strategy but planning 
and modeling are designed to 
optimize efficiency. 

We need resilient road 
network configurations to 
avoid wide spread impacts.

And research on what 
configurations are most 
resilient.
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Why Bother? 
Managing Resilience is Different than 

Efficiency

Current 
System

Design to 
Maximize 
Efficiency

Design to 
Maximize 
Resilience
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Sustainability as component of 
Resilience Sustainability and Resilience as Separate 

Goals

Resilience and Sustainability
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Resilient

Smart

Resilience and Smartness
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Smart vs. Resilient

- Fully Redundant
- Greater maintenance requirements
- Functional during disruption
- Less efficient during random 

attacks

- Observe emergent patterns 
- Centralized decision making
- No redundancy
- Prone to targeted attacks

Marchese and Linkov, 2017
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Resilience, Digitalization and Governance

After
2019
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Business and Resilience Value Chain

After

Business Value Chain
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Buying Down Risk vs 
Managing Resilience?

After Bostick et al 2018
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Army 
Ready and Resilient
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