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System Thinking

What Makes Complex
Systems
(Communities)
Susceptible to Threat?

System | . |
Suprasystem | ‘Resilience |

Disruption
Sub-system)* "/,

— Minimize

System Performance

After Linkov and Trump, 2019
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a0 MATURE | VOL 55511 MARCH 2018

Risk -- “a situation involving
exposure to danger [threat].”

Security -- “the state of being
free from danger or threat.”

Resilience -- “the capacity to

recover quickly from difficulties.”

Don’t conflate risk
and resilience

‘Risk’ and ‘resilience’ are
fundamentally different concepts
that are often conflated. Yet
maintaining the distinction isa
policy necessity. Applying a risk-
based approach to a problem

that requires a resilience-based
solution, or vice versa, can lead

to investment in systems that

do not produce the changes that
Igor Linkov, Benjamin D. Trump
US Army Corps of Engineers,
Concord, Massachusetts, USA.
Jeffrey Keisler University of
Massachusetts Boston, USA.
igorlinkoviausace.army.mil

Definitions by Oxford Dictionary



Crisis Management, Risk and Resilience

Risk~ Threat*Vulnerability*Consequence

L Robustness
Inflection
point 1.
Critical »
] Resilience
Function
Performance

Inflection

point 2. Extended
Resilience, Degradation
Extended

Degradation Failure

or Failure

Likelihood of
disruption
cascading to

other critical
functions

Time

After Galaitsi, Linkov et al, 2022



Elmlividuul Metrics

Indices

— Dashboards

—e Decision Analytics

y

Process

Statistical/ Baysian —

Networks

Game- Theoretical
Simulations/ Agent Based

Fok, Syt aod Devnone

Alexandes Xolt
igor Linkov  Editors

Cyber Resilience
of Systems and
Networks

After
2019



Assessment using Resilience Matrix

Adverse E\ il

Time > A
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Priovious Cycle ‘; Plan/Prepae > Absorb > Recowi > Adapt
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Physical /
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Social V

Alt.3

Cost

Selection of Alternatives m Comparative Assessment

Threshold

Baseline Alt. 1 Alt. 2 +

Environ Syst Decis (2015) 35:209-218
DOL 101007 510669-015-9555-4

Use resilience metrics to comparatively assess the
costs and benefits of different courses of action

" A matrix approach to community resilience assessment:
- an illustrative case at Rockaway Peninsula

Cate Fox-Lent' - Matthew E. Bates' - Igor Linkov'




Network-based Resilience Theory?

nodes (V)

ement Command

_ After Ganin et al., 2016

R =f(V,LCE)

10



Poor Efficiency:

System cannot not accommodate a
large volume of commuters driving
at the same time.

= -
L
g

Traffic congestions are predictable
and are typically of moderate level.

Lack of Resilience:

System cannot recover from adverse
events
(car accidents, natural disasters)

Trafflc disruptions are not predictable and
of variable scale.



Transportation Network Model
.|.

Regional Economic Models, Inc.

Science

Contents lists available at ScienceDirect = Tﬁf{q}ui_
B usiness Transportation Research Part D 3
Ca Se LLL\L’[ journal homepage: www.elsevier.com/locate/trd s
Lack of resilience in transportation networks: Economic ) |
implications oy

SCIENCE ADVANCES | RESEARCH ARTICLE

NETWORK SCIENCE

Resilience and efficiency in transportation networks

Alexander A. Ganin,'? Maksim Kitsak,® Dayton Marchese,? Jeffrey M. Keisler,*
Thomas Seager,® Igor Linkov**




Transportation Network Model
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Modeling Disruptions

Case | Case Il Case lll Case |V

Natural Disasters Random Disruptions Attacks Disabling Attacks Locking
Traffic Control Traffic Control

Links (Roadways) and Nodes (Intersections) Only

Links (Roadways) Only o (Intersections)

Modeled Fractions of Affected Nodes/Links
From 5% to 100% with the step of 5%

Selection of Nodes/Links Affected by a Disruption
Uniformly at Random

Proportionally to
Deterministically by Length, Load, and Betweenness

Length at Random

Disrupted Roads and/or Intersections
Half of speeds are

Speeds reduced by reduced 80%, the
S[EreEes (e leee) [ L mjl 50% other half is increased

20%



Impact of Transportation Network Disruptions on Travel Time
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Integrating REMI Model

TranSight

Project-Specific Cnnstructlinn
Data Operation

Finance

Economic Results

Fjp Engine

REMI Policy
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Model structure of TranSight



Repurpose to Study Economic Implications of Resilience
(or lack thereof)

TranSight
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Gross Domestic Product

Impact of Efficiency-Related Delays
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Gross Domestic Product

Impact of Resilience-Related Delays
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Lack of Resilience: Impact on GDP

Random Disruptions are Much More Consequential
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% Change in GDP
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Temporal Dimension
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Economic Impact — Travel Sector in Georgia

Results

Immediate Effect (2025) (Change from

Long Term Effect (2060) (Change from
‘ Baseline)

Baseline)

In the long run, socio-economic indicators reach
their new market equilibrium and are measured in

In the short run, the decreased Commodity Access
and Output causes the following:

Shock to Commodity Access and
Output for the Travel Sector :

0.061%
__/ /

| 2060
1% decrease in Commodity Access : i
1% decrease in Output for: s( f : : f f
Air Transportation tuvan U@163.C0m . i ] .
Amusement, .gambling, and recreation :y ’:_ change in GDP Change in : i Change in GDP Change 11]
Accommodation : | Employment : i Employment
Food services and drinking places : : : i
P | - -6,892 Job | . +2,868 Jobs
4 4 g | -$652 Million ops = +526 Million
Commodity Commodity l i J / : i J J
Access and Accessincrease | ! - B .
Output from resilience i | f Changein \l, f Increase in J, i i f Change in 1‘ f Participation 1‘
-1% measures an g . B Compensation by P
+0.1% R Compensation by Unemployment - Industry Quintile Rates by Race
J ] Quintile Rate : i
ey e '\ | +0.002% to
: »n +0.022% t
‘| -0.01%t0-0.56% 0.095% t0 0.100% | | | 0 0.024%

what does REMI say?°*™
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Freight Modeling in CA

He'grie e o
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1. Data Connections

« |dentify Interconnections

2. Data Confidence

« Derive known commodity

flows from data

Freight Consumers

ENVIRDMMEMTAL
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Data Fusion and Optimization Using Al and Resilience Modeling
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Replica Data:
Connecting Entry Points, Warehousing and Consumers

4

QO Map il Dataset

Map Layers

&) Trarax

@ Datn Trips by Origin

A\ Trips by Ovign

Trips by Origin

LWV
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Presentation Overview

Tools:
» Freight Volumes
» Scenario Comparison Tool

Problems we are addressing:
I.  Supply Chain Resilience Quantification
Il. Natural Disaster Risk and Resilience

lll. Zero-Emission Refueling Station
Prioritization
. Multi-Objective Equity Optimization

Supply Chain
Resilience

Risk and Resilience

Zero Emission
Refueling Station

Multi-Objective
Equity Optimization




Supply Chain in USACE Projects

Pandemic-related
Disruption

« Examined 5,000 projects from the |last decade el
« USACE NWD projects Afghan War & Major Supplemental

« Scale and magnitude of overruns in 2021 is I—l—\ - l—'l—\
double the baseline amount observed in the I

last 10 years

Delayed Projects [%)

D M I R e

Fiscal Year

US Army Corps of Engineers e Engineer Research and Development Center




Result 2: Material Requirements
How do we predict a future shock (before it hits us)?

Widely used Commodity Life Cycle Model

Unnamed: 0 1111A0/US 1111BO/US 111200/US 111300/US 111400/US

2.067140e- 3.857260e- 2.025340e- 1.349760e- 1.538790e-
04 04 04 04 04

Iron ore/resource/ground/kg

* EPA EEIO Tables

3.418990e- 5.411910e- 3.137640e- 2.057260e- 2.461800e-

Nickel/resource/ground/kg 08 08 08 08 08

2.877245e- 1.623147e- 3.128757e- 2.100242e- 2.244069e-
03 02 03 03 03

Phosphate
ore/resource/ground/kg

How Much
Nickel?

*NAICS Category
Descriptions

NAICS Code 1114 Description

This industry group comprises establishments primarily engaged in growing crops of any kind under cover and/or growing nursery stock and flowe
“Under cover" is generally defined as greenhouses, cold frames, cloth houses, and lath houses. The crops grown are removed at various stages of
maturity and have annual and perennial life cycles. The nursery stock includes short rotation woody crops that have growth cycles of 10 years or le:

Data Routinely Available on USACE Projects

OUSACE PrOjeCt SELECTED PROJECT This project entails clearing and grubbing hybrid poplars, blackberry plants and f
DeSCl‘i tion m debris from approximately 45 acres of land. Disposal of material cleared and grubbed, tillage of
p pproximately 71 acres, seeding of grasses on approximately 66 acres, and seeding of fall oats on ar

nyimatelv § arre< decioned for future estahlichmant nf rinarian tree< and <hriths. Annraximatelv A.

28



NAICS USACE Project Description
this project entails clearing and grubbing

Economic “Bins” hybrid poplars, blackberry plants and

Descriptions \ ’ farm debris...

SEERT net For this project which NAICS Economic Bins

are most applicable 7 Score all 400+ bins.

Neural Network Based
Natural Language Processing (NLP) Model Greenhouse, nursery, and floriculture producti... 0.727693

Trained on ALL Wikipedia Entries Vegetable and melon farming. This industry gro... 0.712372
?EL oA Other crop farming'. This industry group compr... 0.709028

T A, Farm machinery and equipment manufacturing’. T...  0.676935
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Result 2: Material Requirements
Project Reliance on Foreign-Sourced Minerals - Nickel

Base Project: USACE NWD Projects (2000 - 2020)

Classification of USACE NWD Projects (2000-2020)
by Importance of Nickel/resource/ground/kg as a Project Input

Medium  High
Risk Risk
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Vision for System Resilience

Real World
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The case for value chain resilience .
Igor Linkov, Savina Carluccio, Oliver Pritchard, Aine Ni Bhreasail, ' Emerald PubBshing Limited

Stephanie Galaitsi, Joseph Sarkis and Jeffrey M. Keisler _ 204022689
o . - T e - [H 101 10EMRRAS- A 94053
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System
Affected
by
Threats:
Taxonomy
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Field of Supply Chain Resilience is New

Web of Science Publications
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Supply-and-Demand Networks — challenges

SDNs operate as engines for strategic surprise — many critical vulnerabilities emerge only at the system level

Economic

(O Original, undiversified SDN
O Mew suppliers, to diversify

Complexity: Hidden
portions of the SDN may
embed arbitrary complexity
and obfuscate systemic

fragilities Natural disaster

Exogenous = * D::";:d
forces: SDN Supply

faces outside shock
shocks to
demand and
supply

=

Contention for

containers- -~

- Data sources and types:

Blind spots: Many nodes g _ Data pravider A
and edges are blind spots . g I —':_;:J — Data provider B
to SDN participants T Data provider C
themselves, concealing . * Procurement contract N
upstream dependencies em=Tl — News feed "

Cyber attack

-7 Sovial madia — -~ %

RSDN will explore SDN fragilities and possible mitigations — e.g., procurement policies, strategic reserves, etc.
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RESILINC - example of metric-based approach

BIOGEN EVENT RESPONSE
PROCEDURE WITH RESILINC

Mitigation
Recommendations

Senior Leadership

Analysis of impact to Biogen
facilities; employees, travelers

Other o
Intelligence Corp Crisis
Services Mgmt

Top-Down
Directives
Based on
War Room
Output

Natural
Supply Chain .
Security Disaster

War Room

* Pull Forward Purchasing
* Secondary Sourcing
Resiliency Team (SC Security Lead) it L
What * Inventory Relocation
Resilinc Hf Cross Departmental Line Functions b4

Scenario Plannlng Procurement, Logistics, Manufacturing (Int./Ext.),
SC Quality, Regulatory, Finance, Network Strategy,
Site Leadership, Process Engineering, etc
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