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Risk -- “a situation involving 

exposure to danger [threat].”

Security -- “the state of being 

free from danger or threat.”

Resilience -- “the capacity to 

recover quickly from difficulties.”

Definitions by Oxford Dictionary



After Galaitsi, Linkov et al, 2022

Crisis Management, Risk and Resilience

Risk~ Threat*Vulnerability*Consequence



After 

2019



Assessment using Resilience Matrix

Use resilience metrics to comparatively assess the 

costs and benefits of different courses of action 

After Fox-Lent et al. (2015)



Network-based Resilience Theory?

System’s critical functionality (K)

Network topology: nodes (𝓝) and links (𝓛)

Network adaptive algorithms (𝓒) defining how nodes’ 
(links’) properties and parameters change with time

A set of possible damages stakeholders want the 
network to be resilient against (𝑬)

𝑅 = 𝑓 𝓝,𝓛, 𝓒, 𝑬
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After Ganin et al., 2016
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Poor Efficiency:

System cannot not accommodate a 
large volume of commuters driving 

at the same time.

Traffic congestions are predictable 
and are typically of moderate level.

Lack of Resilience:

System cannot recover from adverse 
events 

(car accidents, natural disasters)

Traffic disruptions are not predictable and 
of variable scale.



Transportation Network Model 
+ 

Regional Economic Models, Inc. 

Business 
Case

Science

Decision 
Analysis



Transportation Network Model

1) Build networks comprise of road links and 

intersection nodes

2) Assign travelers and routes

3) Calculate free flow travel times and actual travel 

times

4) Calculate normal delay

5) Calibrate model to data



Modeling Disruptions 
Case I

Natural Disasters
Case II

Random Disruptions
Case III

Attacks Disabling 
Traffic Control

Case IV
Attacks Locking 
Traffic Control

Links (Roadways) Only
Links (Roadways) and 
Nodes (Intersections)

Nodes (Intersections) Only

Modeled Fractions of Affected Nodes/Links

From 5% to 100% with the step of 5%

Selection of Nodes/Links Affected by a Disruption

Proportionally to 
Length at Random

Uniformly at Random
Deterministically by Length, Load, and Betweenness

Disrupted Roads and/or Intersections

Speeds reduced to 1 km/h
Speeds reduced by 

50%

Half of speeds are 
reduced 80%, the 

other half is increased 
20%
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Integrating REMI Model

Alternative Management 
/ Investment

EFFICIENCY



Repurpose to Study Economic Implications of Resilience 
(or lack thereof)

Congestion

Delays

Random Network 
Disruptions

Delays



Impact of Efficiency-Related Delays



Impact of Resilience-Related Delays
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Lack of Resilience: Impact on GDP
Random Disruptions are Much More Consequential 



Temporal Dimension
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Economic Impact – Travel Sector in Georgia

Results

Immediate Effect (2025) (Change from 
Baseline)

Change in GDP

-$652 Million

Change in  
Employment

-6,892 Jobs

Change in 
Compensation by 

Quintile

-0.01% to -0.56%

Increase in 
Unemployment 

Rate

0.095% to 0.100%

↓

In the short run, the decreased Commodity Access 
and Output causes the following:

Long Term Effect (2060) (Change from 
Baseline)

Change in GDP

+526 Million

Change in  
Employment

+2,868 Jobs

Change in 
Compensation by 
Industry Quintile

+0.022% to 
0.061%

Participation 
Rates by Race

+0.002% to 
0.024%

↑ ↑

↑

In the long run, socio-economic indicators reach 
their new market equilibrium and are measured in 

2060

Shock to Commodity Access and 
Output for the Travel Sector

• 1% decrease in Commodity Access

• 1% decrease in Output for:

• Air Transportation

• Amusement, gambling, and recreation

• Accommodation

• Food services and drinking places

Commodity 
Access and 

Output

-1%

↓
Commodity 

Access increase 
from resilience 

measures

+0.1%

↑

↓ ↓

↓ ↑
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Freight Modeling in CA

Econometric 

Modeling

Transportation 

Supply Chain Model

Data 

Management

Risk and 

Resilience 

Analytics

Ships Freight Consumers

Ports Transportatio
n

ERDC
Toolkit

1. Data Connections

• Identify Interconnections

2. Data Confidence

• Derive known commodity 

flows from data
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Methodology: 

Data Fusion and Optimization Using AI and Resilience Modeling

Freight Volumes,

Policy Decision 

Tool
AI Algorithm

AI Algorithm
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Supply Chain in USACE Projects

27

• Examined 5,000 projects from the last decade

• USACE NWD projects

• Scale and magnitude of overruns in 2021 is 

double the baseline amount observed in the 

last 10 years



Result 2: Material Requirements 

How do we predict a future shock (before it hits us)?

• EPA EEIO Tables

• NAICS Category 
Descriptions

Data Routinely Available on USACE Pojects
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• Base Project: USACE NWD Projects (2000 - 2020)

Result 2: Material Requirements 

Project Reliance on Foreign-Sourced Minerals - Nickel
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Vision for System Resilience



References





System 

Affected 

by 

Threats:                                

Taxonomy



Supply Chain Resilience
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Field of Supply Chain Resilience is New
Web of Science Publications

2020
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RESILINC – example of metric-based approach
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