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Resilience in Supply Chain
Transportation Networks
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Supply chain woes caused US

auto sales to fall 8% last year Gartner Predicts 95% of Companies Will
AP January 5, 2023, 12:01 PM Have Falled to Enable E2E ReS“iency in
their Supply Chains by 2026.
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. N Rebuild supply chains with greater resilience and
/ A open trade, Davos panellists say

A Resilient Supply Chain  How leveraging connected experiences in
Starts With Full Visibility . i - .
logistics can build resilient supply chains

Dan Shey Forbes Councils Member Advances in cloud data storage, artificial intelligence and cellular networks are
Forbes Technology Council . L. . . Lo
COUNCIL POST | Membership (Fee-Based) all collectively driving a more connected experience in transport and logistics
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What Makes Complex
Systems
(Communities)
Susceptible to Threat?

System Thinking

System | . |
Supra:system | Resilience |

Disruption
Sub-system)" /4

— Minimize

System Performance

Plan Absorb Recover

After Linkov and Trump, 2019
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30 | NATURE | VOL 55511 MARCH 2018

Risk -- “a situation involving
exposure to danger [threat].”

Security -- “the state of being
free from danger or threat.”

Resilience -- “the capacity to

recover quickly from difficulties.”

Don’t conflate risk
and resilience

‘Risk’ and ‘resilience’ are
fundamentally different concepts
that are often conflated. Yet
maintaining the distinction is a
policy necessity. Applying a risk-
based approach to a problem

that requires a resilience-based
solution, or vice versa, can lead

to investment in systems that

do not produce the changes that
Igor Linkov, Benjamin D. Trump
US Army Corps of Engineers,
Concord, Massachusetts, USA.
Jeffrey Keisler University of
Massachusefts Bosfon, USA.
igor linkov@usace.army.mil

Definitions by Oxford Dictionary



Crisis Management, Risk and Resilience

| P
Inflection
point 1.

Critical

Function

Performance

Robustness

Resilience

Inflection

point 2. Extended
Resilience, "
Extended

Degradation Failure
or Failure

Risk~ Threat*Vulnerability*Consequence

Likelihood of
disruption
cascading to

other critical
functions

Time

After Galaitsi, Linkov et al, 2022
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Assessment using Resilience Matrix
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Selection of Alternatives m Comparative Assessment

Threshold

Baseline Alt. 1 Alt. 2 +

Environ Syst Decis (2015) 35:200-218
DOL 10,1007 /510669-015-9555-4

Use resilience metrics to comparatively assess the
costs and benefits of different courses of action

" A matrix approach to community resilience assessment:
- an illustrative case at Rockaway Peninsula

Cate Fox-Lent' - Matthew E. Bates' - Igor Linkov!




Network-based Resilience Theory?

ement Command
_ After Ganin et al., 2016

R = f(IV,L C,E)

10



Poor Efficiency:

System cannot not accommodate a
large volume of commuters driving
at the same time.

Traffic congestions are predictable %
and are typically of moderate level. —

Lack of Resilience:

System cannot recover from adverse
events
(car accidents, natural disasters)

f Traffic disruptions are not predictable and
‘ of variable scale.



Transportation Network Model

Science +
Regional Economic Models, Inc.

R . . . W TRANSPORTATION
Contents lists available at ScienceDirect S5 RESEARCH

B usiness Transportation Research Part D
Ca Se journal homepage: www.elsevier.com/locate/trd
Lack of resilience in transportation networks: Economic )
implications Sk

SCIENCE ADVANCES | RESEARCH ARTICLE

NETWORK SCIENCE

Resilience and efficiency in transportation networks

Alexander A. Ganin,"'? Maksim Kitsak,®> Dayton Marchese,? Jeffrey M. Keisler,*
Thomas Seager,” Igor Linkov**




Transportatlon Network Model
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A Google Map typical traffic at 8am
B, C Modeled delay per km (min):
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Highways
[ Approximating urban area boundary polygon

12-24
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1) Build networks comprise of road links and
intersection nodes
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Modeling Disruptions

Case | Case Il Case lll Case IV

Natural Disasters Random Disruptions Attacks Disabling Attacks Locking
Traffic Control Traffic Control

Links (Roadways) and :
oges ([Eseatens] Nodes (Intersections) Only
Modeled Fractions of Affected Nodes/Links

From 5% to 100% with the step of 5%

Selection of Nodes/Links Affected by a Disruption
Uniformly at Random
Deterministically by Length, Load, and Betweenness

Links (Roadways) Only

Proportionally to
Length at Random

Disrupted Roads and/or Intersections
Half of speeds are

Speeds reduced by reduced 80%, the
Sjeiseeks freeluisse @ 4 Lyt 50% other half is increased

20%



Impact of Transportation Network Disruptions on Travel Time
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Resilience compared to mean, hours
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Integrating REMI Model

TranSight

Project-Specific Constructlion
Data Operation

Finance

Economijc Results

Transpﬂrmtfgé':? Fuel Demand

Emissions

‘f/ariables

Transportation Cos

Allernatue Management EFFICIENCY | Operating Costs Matrix
AL - Value of Time

Model structure of TranSight



Repurpose to Study Economic Implications of Resilience
(or lack thereof)

TranSight

ProjectSpecific

Data

Construction

Operation Economijc Results
Finance

Fjp Engineg

REMI Policy

Transportation

Model

Congestion
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.
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Safety
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Value of Time
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Gross Domestic Product
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Impact of Efficiency-Related Delays
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Gross Domestic Product

Impact of Resilience-Related Delays
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Lack of Resilience: Impact on GDP
Random Disruptions are Much More Consequential
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% Change in GDP
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Temporal Dimension
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Economic Impact — Travel Sector in Georgia

____________________________________

Shock to Commodity Access and
Output for the Travel Sector

1% decrease in Commodity Access
1% decrease in Output for:
Air Transportation

Amusement, gambling, and recreation

Accommodation

Food services and drinking places

Commodity
Access and
Output
-1%

Commodity
Access increase
from resilience
measures

+0.1%

what does REMI say?*"

Results

Immediate Effect (2025) (Change from
Baseline)

In the short run, the decreased Commodity Access
and Output causes the following:

4 4

scu@163.com Change in
Change in GDP
Employment
-$652 Million -6,892 Jobs

4 4

Change in Increase in
Compensation by Unemployment
Quintile Rate
-0.01% to -0.56% 0.095% to 0.100%

Long Term Effect (2060) (Change from
Baseline)

In the long run, socio-economic indicators reach
their new market equilibrium and are measured in

2060
4 4

Change in GDP Change in :
Employment :

-~ +2,868 Jobs

+526 Million :
/ Change in / o |
i Participation ,
Compensation by Rotes b Raoe :
Industry Quintile y |
7 l

+0.022% to +060§224/o°/t° :
0.061% . o :
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Freight Modeling in CA
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Data Fusion and Optimization Using Al and Resilience Modeling

N

: Freight Volumes,
Data A8 agnim Policy Decision

Fusion ‘[ ¢ ~ol
o, > 4
So ofé
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Replica Data:
Connecting Entry Points, Warehousing and Consumers

& Map il Cataset

Map Layers

e Tearmy

Total Trigs Trips by Crigin




Presentation Overview

* Tools:

» Freight Volumes

» Scenario Comparison Tool

* Problems we are addressing:

l.
Il

V.

Supply Chain Resilience Quantification
Natural Disaster Risk and Resilience
Zero-Emission Refueling Station
Prioritization

Multi-Objective Equity Optimization

Supply Chain
Resilience

= ST
", '.E_ J

% l'l“ .-.L
g, T

Natural Disaster 3§

Risk and Resilience

Zero Emission
Refueling Station

Multi-Objective
Equity Optimization
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Multi-Treat Natural Disaster Resilience Quantification

Climate events will be simulated based on el 288 RELE" . e
existing road vulnerability assessments: ;M TG [ vesv o

Precipitation A ‘ UG =w
Wildfire ' '

Sea level rise

Storm Surge

Cliff Retreat

Earthquakes

9095  NevEth

RCP 8.5, MULTI-MODEL MAXIMUM RCP 8.5, MULTI-MODEL MAXIMUM

? EL Ol Changing Level of Wildfire Concern |
e Caltrans Climate Change Vulnerability Assessment

US Army Corps of Engineers e Engineer Research and Development Center
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Hydrogen Refueling Stations:
Candidate Locations

Identified:
500 Candidate Census tracts which, together
minimize freight diversion

Details:

500 tracts were identified based on CTC input

. ¥
Gas and Service stations within census blocks ﬁ
were also identified
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UINS Mol =2

USACE Project Reliance on pandemic related
= Disruption
Foreign-Sourced Minerals s
::’_' Puerto Rico
T | Afghan War & Major Supplemental
8 ‘—I—\ Baseline ‘—l_\
Classification of USACE NWD Projects (2000-2020)
by Importance of Nickel/resource/ground/kg as a Project Input
—y PSP P '\9\"\ & 5 L
Fiscal Year
ﬂ - -
: Low Risk Medium FH9n
£ 100, Risk Risk
=
=
.g .
S 100

1

0.0 02 0.4 0.6 0.8 10
Nickel/resource/ground/kg as Project Input (normalized with max) .
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Estimates of Foreign-Sourced Content in Capital Goods

Foreign Content Percentage in Industries
Producing Shipyard Capital Goods

0.

335999 33531433441A 33392033391A 333318 333912 335313 33341533399B 333611

US Army Corps of Engineers e Engineer Research and Development Center
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11317y  Supply-and-Demand Networks — challenges

SDNSs operate as engines for strategic surprise — many critical vulnerabilities emerge only at the system level

E <
Complexity: Hidden iy O Original, undiversified SDN
portions of the SDN may \ O New suppliers, to diversify
embed arbitrary complexity

and obfuscate systemic " I di
fragilities .. atural disaster

Demand

Exogenous
shock
forces: SDN Supply
faces outside  shock

shocks to -

demand and

supply

Data sources and types:

Blind spots: Many nodes ; : Data provider A
and edges are blind spots ' g i Data provider B
to SDN participants Data provider C
themselves, concealing e ——

upstream dependencies
Cyber attack

RSDN will explore SDN fragilities and possible mitigations — e.g., procurement policies, strategic reserves, etc.

US Army Corps of Engineers e Engineer Research and Development Center
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Resilience e
Stress Testing | g‘i‘yUNDRR

l i Office for Dhsaster Risk Redu

INTEGRATED RISK/RESILIENCE STRESS TESTING 678 | Nature | Vol 603 | 24 March 2022

WHO DOES “Identify the functions and failures™ "Perform the stress test” “Fortify the system”
ANALYSIS? INPUTS RISK RESILIENCE OUTPUTS

Develop scenarios for shocks Identify critical functions

Policy Analysts, Qualitative information, and stresses affecting of systems and cascading "Quick win"
Generalists component data specific vulnerabilities failures improvements

Risk Assessors Assess risk of component Identify connections across
engineers, ' System structure, failure under stress scenario multiple system domains Svst_em wide
decision analysts connectivity separately per domain that are difficult to recover resilience strategy

Advance probabilistic risk

assessment across multiple Targeted Changes
domains/compounding + Interventions
threats

Detailed system

information, advanced
data

US Army Corps of Engineers e Engineer Research and Development Center
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Vision for System Resilience

Real World Model Operations

tanc®

in
jation AC® 2/,
Syney, Social

Information

00t Stregu'seammmn Management

Alternatives

The case for value chain resilience

Management Research Review

Igor Linkov, Savina Carluccio, Oliver Pritchard, Aine Ni Bhreasail, © Emerald Pubkshing Limited
Stephanie Galaitsi, Joseph Sarkis and Jeffrey M. Keisler 2040-8269

DOI 10.1108/MRR-08-201940053
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Resilience

Agility Adaptability

System

‘Vﬂ"l Affect: ;

Secily Threats:
Resistanie Robustness
Taxonomy
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Field of Supply Chain Resilience is New

Web of Science Publications

100,000 100,000 Va|ue Chain
Supply chain
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1,000 Supply chain 1,000
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The case for value chain resilience

2020 Igor Linkov, Savina Carluccio, Oliver Pritchard, Aine Ni Bhreasail,
Wi M Stephanie Galaitsi, Joseph Sarkis and Jeffrey M. Keisler

© Emerald Publishing Limited
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