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Texas’ Energy Demand on the Rise
Existing strategies to meet near-future demand are not sustainable



DFW-DOE-NREL Research Collaboration
Central Plant Optimization – Model Predictive Control (MPC)

Central Plant Optimization
Development of Model Predictive Control (MPC) 
that optimizes sequencing of chillers and thermal 

energy storage in the central plant

Automatic Fault Detection 
and Diagnostic (AFDD)

Development of rule-based FDD tools for pilot AHUs 
in terminal D

Automated & 
Improved Analytics

Development of informative analytics 
for facility managers

Fault notification



CUP Optimization with MPC
Simulated Performance and Savings






Dallas Fort Worth (DFW) Airport in 2011



Example of Texas Polar Vortex:
● Electric demand shock
● Decreased capacity from lack of 

winterization and supply of natural gas
● Electric Reliability Council of TX forced to 

operate under emergency conditions until 
Feb. 19th, at which point 34,000 MW 
remained on forced outage

● How should proactive resilience corrective 
actions and network design be 
implemented?
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DFW Airport in 2011 and 2021
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Risk -- “a situation involving 
exposure to danger [threat].”

Security -- “the state of being 
free from danger or threat.”

Reliability -- “the quality of 
performing consistently well.”

Resilience -- “the capacity to 
recover quickly from difficulties.”

Definitions by Oxford Dictionary



Risk and Resilience at the Time of Crisis
Risk~ Threat*Vulnerability*Consequence

After Galaitsi, Linkov et al, 2023



System Risk/Security and Resilience
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• 1970’s- Risk=Probability x Consequence

• 1980’s- Risk=Hazard x Exposure x Consequence

=Threat x Vulnerability x Consequence

• 2000’s- Risk～f (H   x   E   x   Eff)

mEff1 mEff2 …mEffnmH1mH1 …mHnmE1 mE1 …mEn

Evolution of Risk Assessment



• Further investment in risk will 
only yield marginal returns

• Governments and Industry 
must value and encourage 
resilience thinking

Cost of Buying Down Risk

After Bostick, Linkov et al., 2018
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“Resilience" means the 
ability to anticipate, 
prepare for, and adapt to 
changing conditions and 
withstand, respond to, 
and recover rapidly from 
disruptions. 

(vi) Effective immediately, it is the policy of 
the executive branch to build and maintain a 

modern, secure, and more resilient 
executive branch IT architecture. 

Calls for Resilience



How to Quantify Resilience?

After 
2019



Resilience Matrix

Physical 

Information

Cognitive

Social

PREPARE ABSORB RECOVER ADAPT

System Domains
Disruptive Event Stages

Scale

Home      Neighborhood          Town            County           Region       State      Country



Assessment using Stakeholder Values

Use developed resilience metrics to comparatively assess the costs and 
benefits of different courses of action 
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After Fox-Lent et al., 2015



Resilience 
Matrix: 
Energy



Resilience 
Matrix: 
Cyber



Network-based Resilience Theory?

System’s critical functionality (K)

Network topology: nodes (𝓝𝓝) and links (𝓛𝓛)

Network adaptive algorithms (𝓒𝓒) defining how nodes’ 
(links’) properties and parameters change with time

A set of possible damages stakeholders want the 
network to be resilient against (𝑬𝑬)

𝑅𝑅 = 𝑓𝑓 𝓝𝓝,𝓛𝓛,𝓒𝓒,𝑬𝑬
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Poor Efficiency:
System cannot not accommodate a large 
volume of commuters driving at the same 

time.

Traffic congestions are predictable and are 
typically of moderate level.

Lack of Resilience:
System cannot recover from adverse events 

(car accidents, natural disasters)

Traffic disruptions are not predictable and of 
variable scale.





Resilience Model

DelaysRandom Network 
Disruptions

Delays

Scenario 1
“Baseline”

Scenario 2



Resilience vs Efficiency at 
5% disruption

2017 Efficiency compared to mean, hours
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Lack of Resilience: Impact on GDP

Baseline Case (in color)

Explicit Resilience Modeling (Bars)





Integrated Risk/Resilience Stress Testing
How Do We Increase Resilience In Complex, Interconnected Infrastructure? 

Three-Tiered Approach:

Tier 1: Define and identify more important critical functions & risks

Tier 2: Refine with interconnections, and define KPI

Tier 3: Asset-level data-driven analysis
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Resilient AI



Resilient  AI

Town

Route

Planner

Command

- turn left
- change lane left
- change lane right
- follow
- …

+ +

Efficiency → “driving performance”

Disruption → image noise, image rotations, stickers, …

Resilience → change in “driving performance” relative to disruptions

System level property

σsim

- add/remove objects
- change properties
- change weather

Simulator

σimage

- blur & saturation
- color
- Lp-norm, ISO, noise

Image

AI Agent

σagent

possible but
not required now

throttle

brake

steering

σcontroller

- amplification
- dampening
- noise





DARPA surrogate data to build supply 
demand network

Synthetic, plausible supply chain:
• Current DARPA surrogate SDN is limited 

in scope
• Leveraged LLMs to build out SDNs 
• Demonstrates how LLMs can be used for 

imputation when data is unavailable

Generative AI and Resilience



US Army Corps of Engineers  • Engineer Research and Development Center

UNCLASSIFIED

UNCLASSIFIED

Econometric Modeling

Transportation 
Supply Chain Model

Data Management
Risk and Resilience 

Analytics

Ships Freight Consumers

Ports Transportation

ERDC
Toolkit

California
Transportation
Commission

AI-Driven Resilience in CA Transportation Networks
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